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Mariene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
Integrated Services, Inc.
EB Docket No. 06-36
Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Integrated Services, Inc. hereby submits its
Annual 64.2009(¢) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your

attention to this matter. /

Respectfully

Langg4 .M. Steinhart
Attorney for
Integrated Services, Inc.

Enclosures
ce: Larry Gilleland
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I, Lary Gilleland, President of Integrated Services, Inc., certify that I am an officer of the
company named above, and acting as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission’s CPNI rules. See 47 CFR § 64,2001 ef seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how Integrated Sexvices, Inc.'s procedures ensute that the company is in compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission’s rules.

it

Name: Larry Gilleland
Title: President

FCC Annuni Filing
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Integrated Services, Inc. has not taken any actions {proceedings instituted or
petitions filed by a company at either state commissions, the court system, or af the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt o access CPNI, and what steps companies are taking to protect CPNL

Integrated Services, Inc. has not received any customer complaintis in the past
year concerning the unauthorized release of CPNI (number of customer complaints &
company has received related to unauthorized access to CPNI, or unauthorized disclosure
of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
anthorized to view the information),.

%WM

Larry Gitleland, President

Signed

FCC Anpual Filing
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Exhibit A
Integrated Services, Inc.

Compliance Requirements



Integrated Services, Inc.
5 Revere Drive, One Northbrook Place
Suite 200
Northbrook, lllinois 60062

Compliance Requirements

integrated Services, Inc. ("Company”) maintains the foliowing operating procedures to ensure compliance with the
requirements set forth in Seclion 84.2001 et seq. of the Commission’s rules.

Section 64,2008 Use of eustomer proprietary nefwork information without costomer
approval.

{z) Any telecornmunications carrier may use, disclose, or persmit access o CPNI for the purpese of
providing or marketing service offerings among the categories of service (i.e., local, interexchunge, and
CMRS) to which the customer already subscribes from the same carrier, without customer approval,

(1) I & felecommundcations carrier provides different categories of service, and a oustomer
subscribes o more than one categoty of service offered by the cartder, the carsfer is permiited to share
CPNI among the carrier’s affiliated enfifies that provide a service offering to the sustomer.

(2) ¥ = telecomimupications carrier provides different catepories of service, but a customer doss
not subseribe 10 more than one offering by the carrier, the camier Is not permitted to share CPII with its
affiliages, except as provided in §64.2007(0).

(b} A telecommupications carcier may not use, disclose, or permit acess to CPNI to market to a
customner service offerings thet are within a category of service to which the subscriber does not niready
subsoribe from that cerrler, wnless that camier has custoiner approval to do so, except as described in
paragrapk(c) of this ssction,

(1) A wircless providet may nse, disclose, or parmit aceess to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPR and inforreation service(s). A wireline carrier
may use, disclose or permit access 40 CPII derived from ity provision of Jocal exchange service.or
interexchangs service, withont cusfomer approval, for the provision of CPB and call answexing, voloe mail
ot essaging, veice storage and retrieval services, fax store snd forward, snd protocol conversion.

(2) A telecommunioations carrler may not wse, disclose, or permnit access to CPNI to identify or
track custorners that call competing service providers. For sxample, a leoal exchange varrier may not use
local service CPNT 0 track 21l customers that call Jocal service competitors,

{©) A telecommunications carrier may use, disclose, or peamit access to CPINY, without customer
approval, as described in this paragraph (¢}

{1) A ielecomumumications cavrier muy use, disclose, or permit acocsss to CPNI, without customer
approval, in #ts proviston of inside wiring instaliation, meintenance, and repair services.

(2) CMRE providers may wse, disclose, or permit access to CPNI for the purpuse of conducting
research on the heaith effects of CMRS,



(3) LECs, CMRS providers, and interconmected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited o, speed
dialing, computer-provided divectory assistance, call mositoring, call tracing, call blocking, call returs,
repeat dialing, call tracking, call waiting, caller LD, call forwarding, and certain Centrex features.

{dy A telecommunications carrier may use, disclose, or permit access to CPNI to protect the rights
or property of the carler, or to protect users of those services and other carriers from fraudulent, abusive, or

unlawiul use of, or subscription fo, such services,

The Company has adopted specific CPNI policies fo ensure thut, in the absence of castomer approval,
CPNI is only used by the Company to provide or market service afferings among the cotegeries of
service {Le, local, inlerexchange, and CMRS) {o which the customer already subscribes. The
Company's CPNI policies prohilit the sharing of CPNI with affiliuted companies, except as permiited
under Rule 64.2005(wi(1) or with customer approvel pursveant to Rule 64.2007(8). The only exceptions
o these policles are as permiited under 47 U.8.C. § 222(d) and Rule 64. 2005,

Section 64.2007 Approval reguired for wse of customer proprieiary network information.

{83 A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shall bear fhe burden of demonsirating
that such approval has been given it compliance with the Coramission’s rules in this part.

{2y Approval or disapproval to use, disclose, or permit access to a customer’s CPNI obtained by a
telecomumunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval,

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electrondo, for at Jeast one year,

It ol eircumstaitces where customer approval Is required to use, disclose or permit aecess to CPNL the
Company's CPNY policies regidire that the Company obtain customer approval through written, oral or
electronic methods In complinnce with Rule 64.2007. A custormer's approval or disapproval remains in
effect until the customer revokes or limits the approval or disapproval. The Comparny maindains records
of customer approval (whether written, oral or dlectronic} for @ minipmn of one year.

(b) Use of Opt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer’s individualty identifiable CPNI for the purpose of
marketing communications-related services 10 that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer’s individually identifiable CPN, for the purpose
of marketing communications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A felecommunications carrier may also permit such person or entities to
obtain access to such CPNI for suck purposes. Bxcept for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this pavagraph, or as otherwise
provided in section 222 of the Comrounications Act of 1934, as amended, & telecommunications carrier
may only use, disclose, or permit access to its customer’s individually identifiable CPNI subject to opt-in
approval. :

The Company does net use CPNI for any purpose (including marketing communications-relited
services) and does not disclose ov grant access to CPNI to any parly (including to agents or affiliates that
provide cormnunications-reltted services), except as permitied ander 47 US.C. § 222(d) and Rule
64.2005.



Section 64.2008 Notice required for use of customer proprietary network information,

(8)  Notification, Generally. (1) Prior t© any solicitation for customer approval, a
telecommunications carrier must provide notification to the customer of the customer's right to restrict uge
of, disclose of, and access to that customer's CPNIL

2y A telecommunications carrier must maintain records of notification, whether oral, written or

elecironic, o1 at ieast one vear.

(b) Individual notice o eustomers must be provided when soliciting approval to use, disclose, or
permit access fo customers’ CPNIL

() Content of Notice, Customer notification must provide sufficient information to enable the
customer to make an informed decision as to whether o permit a carrier to use, disclose, or permit access
to, the customer’s CPNIL

{1) The notification runst stafe that the costomer has a right, and the carier has 2 duty, under
federal law, to protect the confidentiality of CPNL

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer of his or her right to disapprove those uges, and deny or withdraw access to CPNI at any time.

{3) The notification must advise the customer of the precise steps the castomer must take in order
to grant or deny access to CPNI, and mmust clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes, However, carriers may provide a briel
statement, in a clear and neutral langoage, describing consequences divectly resulting from the lack of
access to CPNL

(4) The notification must be comprehensible and must not be misleading.

{5) If written notification is provided, the notice must be cleazly legible, use sufficiently large
#ype, and be placed in an area so as to be readily apparent to a customer.

(8) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the castomer’s approval to use CPNI may enharice
the carrier’s ability to offer products and services tailored to the customer’s needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI o any person npon affirmative written request
by the customer.

{8) A camrier may not include in the notification any statemnent attempiing to encourage a customer
to freeze third-party access to CPNL

{9 The nofification must state that any approval, or denial of approval for the use of CPNI
cuiside of the service to whieh the customer already subseribes from that carrier is valid untit the customer
affirmatively revokes or limits such approval or denial.

{10) A telecommunications carrier’s solicitation for approval must be proximate to the
notification of a customer’s CPNI rights,

The Company’s CPNI pelicics require thay customers be notified of their rights, and the Company's
obligntions, with respect to CPNI prior tv any solicitation for customer approval. All required customer
notices (whether written, oral or elecironic) comply with the requirements of Rule 64.2008. The



Company maintains records of all required customer notices (whether written, oral or electronic) for a
mirimum of one year.

(&) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-ont approval through electronle or written methods, bwt not by oral
communication {except as provided in paragraph (f) of this section). The contents of any such notification
must comply with the requirements of paragraph (c) of this section.

{1} Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-put before assuming customer approval to use, disclose, or permit access o CPNL A
carrier may, In its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting pertod for a response before approval is assumed.

(i} In the case of an electronic form of notification, the waiting pericd shall begin to rom from the
date on which the notification was sent; and

(ify In the case of notification by mail, the waiting period shall begin to run on the third day
following the date that the notification was mailed,

(2) Carriers using the opt-out mechanism must provide notiees to their costomers every two
years, :

{3) Telecormmnunicaiions carriers that use ¢-mail to provide opt-out notices must comply with the
following requireinents In addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval frem consumers to send notices via &-
mai} regarding their service in general, or CPNL in particular;

(i1} Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
opt-out;

(iii) Opt-out e-mail notices that are refurned to the casrier ay undeliverable must be sent to the
-customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mai} to send CPNI rotices must ensure that the subject line of the message
clearly and accurately identifies the subject matter of the e-mail; and

(v} Telecommunications carriers must make avajiable to every customer a method to opt-out that
is of no additional cost fo the customer and that s available 24 hours a day, seven days a week. Carriers
may satisfy this reguirement through a combination of methods, se long as ali customers have the ability to
opt-out at no cost and are able (o effectuate that choice whenever they choose.

The Company does not currextly sollcit "opt out” customer approval for the use or disclosure of CPNL
The Company does not mse CPNY for any purpose {including wmarketing comununications-reluted
services} and does ot disclose or grant access fo CPNI o any parly (including 1o agents or affifiates that
provide communications-related services), except as permitted under 47 US.C. § 222(d) and Rule
64.2005.

{e) Notice Requirements Specific to Opt-In. A telecommunications carrier may provide
notification to obiain opt-in approval through oral, written, or electronic methods. The contents of any such
notification must comply with the requirements of paragraph (¢} of this section.

The Company does nol currently solicit "opt in* customer approvid for the use or disclosure of CPNL
The Company does not use, disclose or grant aecess to CONI for any purpose, {o any parly or in any
mansier that would require a customer’s "opt In' approval under the Commission’s CPNT Rules,

R



(f} Notice Requiremenis Specific to One-Time Use of CPNL. (1} Carriers may use oral notice to
obtain Bmited, one-time use of CPNI for inbound and outbound customer felephone contacts for the

duration-of the call, regardiess of whether casriers use opt-out or opt-in approval based on the nature of the
contace,

{2y The contents of any such notification must comply with the requirements of paragraph (¢} of
this section, except that telecommunications carriers may ormit any of the following notice provisions if not

refevant to the limited use for which the carrier seeks CPNI

() Carriers need not advise custoraers that if they have opted-out previously, no action is needed
to naintain the op-out election;

(i) Carriers need not advise customers that they may share CPMI with their affiliates or third
parties and need not name those eatities, If the linited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(i} Cartiers need not disclose the means by which a customer can deny or withdraw foture access
to CPNJ, so long as carriers explain to costomers that the scope of the approval the carrier seeks is lmited
to one-~time use; and

{i¥) Carriers may omis disclosure of the precise steps a customer must take in order to grant or

deny access o CPNI, as long as the carrier sleatly communicates that the customer can deny access to his
CPNI for the call.

In instances where the Company seeks one-fitne customer approvel for the use or disclosure of CPNI,

the Company obtains such approval in accordance with the disclosures, methods and requirements
comteined in Rule 2008¢0.

Section 64.2009 Safegnards required for use of customer proprietary network information.

() Telecommunications carriers must implement & system by which the status of a customer's
ACPNT approval can be ¢learly established prior to the use of CPNL

The Company’s billing system allows authorized company personnel to egsily defermine the stalus of o
customer's CPNI approval on the customer aceount screen prior 10 the use or disclosure of CPNL

(t) Telecornmmunications cargiers must train thelr personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place.

The Company has established CPNI compiiance policies that Include employee tredning on resivictions
on the use and disclosure of CPNI and reguired sofeguards fo protect against unauthorized use or

disclosure of CPNL Employees have signed that they undersiund the CPNI policies and a viclation of
those poficies will result in disciplinary action,

(¢) All carriers shall maintain a record, electrondealty or in some other manner, of their own and
their affiliates’ sales and merketing campaigns that use their customers’ CPNI, All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where thivd parties were
allowed access to CPNL The record must include a deseription of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part of the campaign. Carrjers
shall retain the record for a minimum of one year.

The Compuany’s CPNI poficies require that all sales and marketing campaigns inclading those utiliging
CPNY be recorded and kept on file for at least one year. Records are also mainiained for disclosure or
gccess to CPNI by third parties. The records include the required information Hsted in Ruke 64.2009(c),



(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compiiance with the rules in this subpart for out-bound marketing situations and mabstain records of carrier
compliance for a minimum period of one year. Specifically, sales personnel must obtain sopervisory
approval of any proposed out-bound marketing request for customer approval.

The Company’s CPNI policles require employees 1o obtoin approvel from the Company’s CPNI

Compliance Officer for all marketing campaigns, including those wiitizing CPNY, prior 1o initiating that

campaign. Record of the marketing campaigns, along with the appropriate supervisory approval is
maintained for at least one year.

(&) A telecommunications carrier must have an: officer, as an agent of the carrier, sign and file
with the Cornmission 4 compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpai. The carrier must provide a statement
accompanying the certificate explaining how its operaling procedures ensure that it is or is not in
comphiance with the rules in this subpart. In addition, the carrier must include an explanation of any
actions talken against data brokers and a swnmary of ail customer complaints received in the past year
concerning the unauthorized release of CPNL This filing must be made annually with the Enforcement
Bareau on or before Warch 1 in BB Docket Wo. 06-36, for data pertaining to the previous calendar year.

The required officer certification, actions taken against date brokers and sumnary of customer
complaint documenis are inclded with ihls accompanying stetement.  The Company will file these
dociinents on an annial basis on or before March 1 for duta pertaining to the previous calendar year.

(fy Carriers must provide written notice within five business days fo the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers” inability to
opt-out is more than an anomaly. ‘

(1} The notice shal] be in the form of a letter, and shall include the carrier’s name, a description of
the opt-out mechanism{s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether ihe relevani state commission(s) has been notified and whether it has taken any
action, a copy of the notice provided to customers, and contact information.

(2} Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out,

The Company does not currently soliclt “opt ont” customer approval for the use or disclosure of CPNI,
Section 64,2010 Safeguards on the disclosure of customer proprietary networl information.

(8) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect apainst attempts to gain unauthorized access to CPNL  Telecommunications carrlers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in-store visit,

The Compuny’s CPNI policies and employee fraining include reasonable measwres to discover and
protect against getivity ther Is indicarive of prefexting and employees are Instructed to nofify the CPNI
Compliance Gfficer If ary such activity is suspected.

(b) Telephone access to CPNI. Telecommunijcations carriers may ouly disclose cell detail
information over the telephone, based on customer-initieted telephone contact, If the customer first
provides the carcier with a password, as described in paragraph {e) of this section, that is not promypted by
the carrier asking for readily available biographical information, or acoount information. If the customer
does not provide g password, the telecommunications carrier may only disclose call detail information by
sending it to the customer’s address of record, or, by calling the custemer at the (elephone number of
record, Ifthe customer is able to provide call detail information to the telecommunications carrier during a




customerdnitiated call without the telecommunications carrier’s assistance, then the telecommunications
carrier is permitted to disouss the call detall information provided by the customer,

The Company’s CPNI policies ensure that ¢ customer is only able to access call detal] information over
the telephone in one of the ways lsted in Rule 64.201000). If the customer cannot remember their
password, they are prompted lo anwswer a securlty question. Neither the password nor the securify
question are based on readily available blographical informuation or account information. Customer

service representatives gre instructed to anthenticate customers over the telephone in all instances except
in the cose where the customer provides the call detall information without the assistance of the
Company.

(¢) Online access to CPNI. A wlecommunications carrier must authenticate & customer without
the use of readily available biographical information, or account information, prior to allowing the
custorner online aceess to CPNI related to a telecomymunications service account. Once authenticated, the
customer may only obtain online acoess to CPNI related to a telecommunications service account through &
password, as described in paragraph (&) of this section, thaf is not prompted by the carrier asking for readily
available blographical information, or aceount information,

The Company’s customers do nof currently have aceess to their accownt online.

(&) In-Store access to CPNI. A telecommunications carrier may disclese CPNI to a customer
who, at a carrier’s retail location, first presents to the telecoramunications carrier or its agent a valid photo
1D matching the customer’s account information,

There are no retaijl locations.

(&) Establishment of a Password and Back-up Authenticafion Methods for Lost or Forgotten
Passwords. To establish a password, a telecommunications carrier mnst authenticate the customer without
the use of readily available blographical information, or account information. Telecommunications cerriers
may create a back-up customer authentication methed in the event of a lost or forgotten password, but such
back-up customer authentication methed may not prompt the customsr for readily available biographical

dnformation, or account information. 1f & customer cannot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company's CPNI policies aliow for a few ways fo esiablish a password, ell of which ensure
complianice with the above paragraph. Each meathod also allows the cusiomer (o establish a back-up or
security question in the event that they forget their pussword, In ne event does the Company use readily
wvatleble biographical informavtion pr account informarion as & back-up question or as ¢ means to
establish a password or authenticate e customer.

{f) Notification of account changes. Telecommunications catriers mwst notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification s not
required when the customer inftiates service, Inchuding the selection of a password at service initiation,
This notification may be through a catrier-originated volcemail or text message to the telephone number of
record, or by mai} to the eddress of record, and must not reveal the changed information or be sent o the
new account information.

The Company’s billing system generates a nofification leiter when any of the fields listed in Rule
64.2000(f) is created or changed. The Company invmedintely mails ont the notification to the address of
record (rever & new address) when required by Rule 64.2010(0). The content of the netification complies
with the requirements of Rule 64.2010(),

sumnre -



(g} Business Customer Evemption. Telecommunications camiers may bind themselves
contractuaily to authentication regimes other than those described in this section for services they provide
to their business customer thet have both a dedicated account representative and & contract that specifically
addresses the carriers’ protection of CPNI.

The Company does not utilize the business cusiomer exception af this fime.

Section 64.2011 Notification of customer proprietary vetwork  mformation security
breaches.

(a) A telecomsnunications carrier shall notify law enforcement of a breach of its customers’ CPNI
as provided in this section. The carrier shall not notify its customers or disclose the breach pubiicly,
whether voluntarily or under state or Iocal law or these rules, until it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(b As soon as practicable, and in no event Jater than seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Invesfigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting facility at hitp://www, fee.povieblepni.

(1} Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to the public untl 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragrapbs (2) and (3).

(23 X ke carvier believes that there is an extraordinarily urgent seed to netify any class of affected
custorners sooner than otherwise alfowed under paragraph (1), in order to avold immediate and irreparable
harm, it shell so ndicate in #s notification and my proceed to imnediately notify its affected customers
only after consuliation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency’s request to minhnize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
icustorners would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not o so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the camrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction fo the carrjer, any subsequent extension, and any
notification that notice will no longer impede or compromige 4 criminal investigation or national security
and such writings shall be contemporaneousty logged on the same reporting facility that contains records of
rotifications filed by carriers.

(¢} Recordkeeping. Alicarriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a mintmum of 2 years.

The Company has policies und procedures in pluce to ensure compliance with Rule 64,2011, When it is
reasonably determined thar a breach has occurred, the CPNI Compliance Officer will novify law
enforcement and its customer in the required tmeframes. A record of the breach will be maintaived for
@ minimum of twe years and will include all Information requived by Rule 64.2011



